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Use this handy cheat sheet with examples for how to manage Linux users and permissions.

 Opensource.com: Linux Permissions Cheat Sheet By Seth Kenlon

Add uSerS

CreAte A uSer (CAlled "AShley")

useradd --create-home ashley

CreAte A uSer in groupS "uSerS" And "dev"

useradd --create-home --groups users dev ashley

CreAte A uSer with the uid 1337

useradd --create-home --uid 1337 ashley

CreAte or ChAnge A uSer pASSword

passwd ashley
<enter password>

Add uSer to A group ("Coder")

usermod --append --groups coder ashley

permiSSionS

Set defAult permiSSion of fileS to 644

echo "umask 022" >> /etc/profile

Set defAult permiSSion of fileS to 664

echo "umask 002" >> /etc/profile

ChAnge ownerShip of A file ("exAmple.txt")  
to uSer ("AShley") 

chown ashley:users example.txt

give reAd permiSSion to uSer, group, And otherS

chmod ugo+r example.txt

give write permiSSion to uSer And group

chmod ug+w example.txt

remove write permiSSion to A file for  
group memBerS

chmod g-w example.txt

mAKe A file exeCutABle

chmod +x example.txt

log in AS A different uSer 

su - ashley

run A CommAnd ("lS") AS A different uSer

su - ashley --command ls
Log in as a different user Run a command as a different user

delete uSerS

remove A uSer from A group ("Coder")

gpasswd --delete ashley coder

delete A uSer from the SyStem

userdel ashley

delete A uSer And All uSer dAtA from the SyStem

userdel --remove ashley

hiStory

Show whiCh uSerS Are Currently logged in

w

Show login hiStory
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